READINESS ROUNDUP

Dedicated to preparing agencies & providers for the Enterprise Invoice Management/Enterprise Service Management service

Executive Offce of e
Health and Human Services

EIM/ESM Overview

The Executive Office of
Health and Human
Services is implementing
a web-based invoice and
service management
system (EIM/ESM) during
state fiscal year 2007.

EIM/ESM is a single point
of management for
invoicing and confracting
activity between EOHHS
agencies and POS
providers. In addition to
streamlining invoicing
and reporting processes,
EIM/ESM provides a
central repository of
information on all POS
expenditures and
service delivery.

In addition, EIM/ESM
provides intake and
service delivery
management features
for the Department of
Public Health and

its providers.

EIM/ESM will eventually
support approximately
5000 users, processing
invoices totaling $2.1B
each year.

Helpful Links
EIM/ESM Documents,

Newsletters, and Pilot
Training Materials

Submit your questions
fo: POS.EIM-

ESM@massmail.state.ma.us
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EIM/ESM Security

There are numerous safeguards in EIM/ESM that enable
users to do their jobs while restricting their access only to
records and data that are directly relevant to their duties.

The EIM/ESM team works with providers and agencies to limit access to
sensitive and confidential information through several levels of security.

Determining what data is directly relevant to a user’s role begins at
deployment. Deployment is the process of enrolling users in the EIM/ESM
system and provides them with fraining and log-in access.

How EIM/ESM screens information for users depends on the organization
they work for and the specific business features they will use in EIM/ESM.

Organizations

First, the EIM/ESM system is secured at the organization level. Provider and
agency staff can only view client and financial information associated
with their organization's or agency’s contracts.

For example, staff at a health center can only view contracts for their
organization, not other provider organizations. Likewise, staff at the
Department of Mental Health (DMH) can only see DMH contracts, not
contracts that belong to the Department of Mental Retardation. Every
contract is associated with one organization.

Staff from sub-organizations (i.e. site locations, regional offices, etc.)
can only view information when the sub-organization is named on the
contract.

Individual User

EIM/ESM is secured at the user level by Security Roles. Security Roles
determine the information a user can view, edit, and submit in EIM/ESM.
Users are assigned roles that reflect their specific job duties by their
Access Administrators.

For example, the Invoice Specialist role enables users to create and
release invoices, but not submit invoices. The Invoice Authorizer role
enables users to submit invoices to the agency.

Usually, users will have several security roles. Together, these roles reflect
each user’s unique job duties while restricting access to unnecessary
information. Roles can be changed to accommodate user needs by
Access Administrators.

The Readiness Roundup is sponsored by the Executive Office of Health and Human Services.
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Access Administrators

As providers and agencies are deployed onto EIM/ESM, each organization
designates someone as the Access Administrator.

The Access Administrator manages user accounts for the organization and
determines the levels of access for each user by assigning security roles.

Additionally, the Access Administrator is responsible for contacting the Virtual Gateway Help
Desk with any change requests for current users, such as changes to a user’'s name, email,
security roles, or employment status at the organization.

There can be multiple Access Administrators in EIM/ESM to fit the structure of each organization.

As part of deployment, the EIM/ESM team provides users with materials
explaining the different security roles the Access Administrator assigns to
employees in addition to the security forms that users need to complete
and fax to the VG Help Desk before they can begin to use EIM/ESM.

The Virtual Gateway Help Desk is responsible for implementing changes
requested by Access Administrators. In the future, however, some of

these duties may be transferred from the Virtual Gateway Help Desk to
provider Access Administrators.

Click here to view frequently asked questions and answers about the
Access Administrator role in the Virtual Gateway.

Passwords

The Virtual Gateway Help Desk assigns individual passwords to users
based on information provided by the organization’s Access Administrator.
Users can change their passwords once they log on to the Virtual Gateway.

Users are responsible for all fransactions performed under their ID, so it is crucial to keep the
password confidential.

If users forget their password, they can call the Help Desk to have it reset. To do this, users need the
four-digit PIN they chose when originally registering their account.

If users forget their PIN, they can get it from their Access Administrator or have their Access
Administrator call the Help Desk. Additionally, users can call the Help Desk if they do not know
the Access Administrator in their organization.

Virtual Gateway Monday-Friday
Help Desk 1-800-421-0938 8:30am-5:00pm

We want to hear from you! Please e-mail any questions,
feedback, or topics of interest to:
POS.EIM-ESM@massmail.state.ma.us

The Readiness Roundup is sponsored by the Executive Office of Health and Human Services.
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